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1. ssuutestunislaudvivleduuusinegue (Web Application Firewall) 31uau 1 seuy

2. syuuimsinmstasdafiumgnissinslandivleduuusieaud $1nu 1 sy

1. ssuulesiunslasmavleduuusagud (Web Application Firewall) d1uau 1 ssuu Hlneasden

3
o

U

L1

1.2.

1.3.

1.4

1.5.

1.6.
1.7.

1.8.

1.9.

1.10.
1.11.

53UU Global Elastic License %39 Pool License filausasdindl Throughput Taalaitieent
1Gbps

53UV Global Elastic License #38 Pool License fliauaaiusn allocate license lUfausas
instance l#litiopndn 8 instances

sruvilauedasizluuunisdnass License Mimnudangu lawannsaiunisdnass (License
Step) WWaegetioufiszsu 25 Mbps, 50 Mops, 100 Mbps, 200 Mbps, 500 Mbps Lz 1 Ghps
#1150 Routing WUU Static Route, OSPF, uag BGP Iaibueeaisy

5¥UU Web Application Firewall ﬁ"ﬁhmuammmL‘%qugml,wimaa%’wwaa Web Application
910 Traffic veslUIn3 (Auto Discovery) I Tauvisannsnrvwunainns dasiuilivenzan
(Security Filter) lifuusas Web Application lnlnesalugd® (Auto Configuration)
ssuufivauedosusansiadusasiiostunsiauilews HTTP usy HTTPS
annsodesfuivleddld HTTPS (SSL/TLS) dlnevinaudu SSL Terminator w3a SSL
offloading Waawzievhwihilunstosiuduldflinisshuanudasnsdouuy HTTPS Ta
TnB9sfnasaedu SSLvi, ts.1.0, tls1.1, tis1.2, uay tls1.3 Wustraloy
spuuituausannsarmun Policy #e Application was siaUszLAmued source address 18
14 IP range, Allowed Bot IP, Blacklisted Bot IP uag GeoiP.
szuufithiaueanunsatdesiunislasdioin malicious IP address wasansnsaudoevieudadiou
nsiiausaann TOR Exit Node ¢ fuaeradot

syuuithiavemunsarmue Policy ”L@ﬁ'ﬁ’jﬂugﬂgmu Positive model way Negative Model

szuuTithiaueatunInteaiunmslauil Web Application snen1nsgIusas OWASP Top 10 I

o2}




1.12. guninidiay Code Programing Wandslushgunsalliufisnsisasu Traffic fidnuigunsel 16

fmenen TCL Language

113, szuufiinauedanuaunsalunsirnusasundes Web Application mﬂm'ﬂﬁmmugmmu
‘ #1199 1AL
1 1.13.1.  SQL Injection
.V{ 1.13.2. Cross-Site Scripting {X5S)
1.13.3.  Cross-Site Request Forgery (CSRF)
1.13.4.  OS Command Injection
1135, LDAP Injection
1.13.6.  Sensitive Information Leakage
1.13.7.  Parameter Tampering
1.13.8.  Session Hijacking
1.139.  Cookie Poisoning
1.12.10. Application Buffer Overflow
1.13.11.  Brute Force
1.13.12. XML validation
1.13.13. Evasion and illegal Enceding
1.13.14.  Web Server Reconnaissance
1.13.15.  Directon\Path Traversal
1.13.16. Web Services Method Validation
1.13.17. APl security.
1.13.18. HTTP Response Splitting
1.13.19. HTTP Request Format Viclation
1.13.20. HTIP RFC Violation
1.13.21. File Upload Violation
1.13.22.  Low and Slow attack.
1.14. 53UV License #uniauadasaunsatasiunisiandiann Bad bot ldlagnnsld Technology

Fingerprint naununsld IP address watlasdunis block gfldvuiiagnels proxy server

Se NAT 7uiU Attacker




1.15.

1.16.

1.17.
1.18.

flsyuu API Security WUU Positive Security Model Tagauninvinaiusiuiu Open AP
Specification W38 swagger U84 AP| application it

L@ §un193usedann Gartner Magic Quadrant Tuumwg‘ Web Applicaticn and API
Protection (WAAP) T 2022 wislviindn Iegllu Leader wia Visionaries Quadrant
ansnsadnsaliun Platform Wy Viiware, KVM, Hyper-V, AWS, uae Azure Iifuadeiien
aunsadiuvensuasanuiuan Throughput License lhaensdasslnsaunsauinisdnns

B 1 - P o ' S o
License N']UGUE]T‘l‘ﬂLL’]iUﬁ%’]'ﬁﬁ]ﬂﬂ’ﬁq]']ﬂﬂfi‘Uﬂaqﬁwu’]Lﬁu@ﬂJWI‘UIﬂiﬂﬂTﬁIﬂ

zuUUIIsIanIsuazdaiumanIainslaufAvleALuUTIMEUS 91U 1 ssuu dnganden

o &

U

2.1

2.2.

2.3

2.4,

2.5

2.6,

2.1.

2.8.

sruuminauesruuLdmsdanmsgiunans (Centralized Management) fianansaugunis
YM9IUVD9T3UY WAAP (Web Application and AP! Protection) ﬁa&iﬂWIﬁLﬂ%ﬂ&%uﬂﬂm‘iﬁﬂ
wendula
spuuuImnsdamisdiunansiiausasdogluguuuy Virtual Appliance Feannsonnsanasly
ulauu Hypervisor Usginy VMware, KVM Lag Microsoft Hyper-V Wusdsties
sruvUmsdamsaunanafiausfl Dashboard flanansausansua TLS version, Key exchange
algorithm, Top user ciphers, Rejected SSL handshakes percentage uge SSL connection
per second Ltlusgnatioe

SUUUIIMSTansdunasfiaueil Dashboard flanunsauaning port status, throughput,
way packet per second U89 Web Application Firewall ﬁU%Wﬁﬂﬂﬁ@éW
AUNIOLARINATIBNU Web Application Firewall events dwiuusiay application 19 Lo
wHaeaninsavh scheduling report WUU Daily, weekly iwaz monthly itbustiiadag
Aun30a31931897U Web Application Firewall Tuguisuy HTML way PDF lalluetarloy
fdsguv System and Network Dashboard ﬁa'lmimmm%‘a;&arﬁ'u Top Devices by CPU
Usage, Top Device by Throughput usage wag High Availability Status maaqﬂﬂi@iﬁﬁwﬁ
Jansegliiduetelon

i1 Application Dashboard flansnsawaniuianumsideudmiuusias Application 16 Tae

ardasieuansalunsuansidsaluilgdusdneian




2.8.1. End-to-Fnd Time 19ausaz Application flusenaudne Current Total Time, Client Route
Trip Time, Server round trip time, Way App Response time Huaestay
2.8.2. Per Application Throughput
2.8.3. Per Application Ceoncurrent Connection
2.8.4. Per Application Request per second
2.8.5. Per Application Connection per Second
2.9. 1l Traffic log dashboard fansniniedeuiaUsnfives Application 310 transaction log
IngazraTaeiuagatioy 1000 events per second 91NN application
2.10. awnsadevennuiaUsnilunisvihauuns Application 990 Traffic log dashboard 2 nidewla
sasoluilyfuetaios
2.10.1, Service unavailable
2.10.2. HTTP response code dxx
2.10.3. HTTP response code 5xx
2.10.4. The reason for the S51 <handshake failure>
2.10.5. End-to-end time passed threshold
2.11.87u136 backup and restore config ’qﬂﬂ‘iﬁﬁ Load Balancer wag web application firewall 18
212 #sn30U3MNTIRNNT License wasgunsal Web Application Firewall wuusiuauglagassiol
asieninsalunts Allocate wag De-allocate license Tudsgunsalfiumdanisegld Taams
Touane License asfotbidgmanszvnulagsdanmsldausaigunsal
douladug
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3.2. fonansfusesnsusssiduiunudmhenndrinniesumusminglulssmedlng wiau
Susamaaiuayumsiimeiiauaemsiuussunudervun lngldtusnediauenan

3.3, davirgflonsldmuuarnseingissuu TugUiuu POF File dafiulu USB Drive 3wy 1 an |

3.4. Qmwaﬂzﬁaafﬁ’ﬂﬁqLLazﬁmﬁaiguuﬂaqﬁunﬂiuﬂqﬂﬁ‘ulsmﬁ U 1 32UV B AuEINEI@Ians
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LIt muANISARG NI AWM SEEEnan 7 U

3.7. funedesdavsssretunsuldnunazirssdnwiszuus Wdud i i Tuiarey u aue
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1.1, Wuaunsaidmfutayauuu Rackmount wuia 1U

q R
@/

1.2, fivdsgUsvainananans (CPU) swielsifaand 4 Core wasfinnufidayanuniinidiugu (CPU
Frequency) Wtasnit 2.2 GHz. dwwnuetsdey 1 v

1.3. fgaddmiedanvdoyalitavnds 4 ¥os sesfumbedafiuioyauszunn Hard Disk ¥ SSD
sUuuunsionsio SATA uarilnasR Hot Swappable Drive wiauisuwin
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