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1.1
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1.3
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1.5
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1.7.
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1.10.
111

53UV Global Flastic License %38 Pool License ﬁmua%m"aaﬁ Throughput sallaeanan
1Gbhps
svuv Global Elastic License w3 Pool License Fiausanuisn allocate license lUStumas
instance 15@1:@%':;’1 8 instances
iawﬁmuamumﬁgﬂuwn'ﬁé‘mzﬁi License ﬁ'ﬁmmﬁweiu Tagenssniunissnass (License
Step) lnatnvuasfisedy 25 Mbps, 50 Mbps, 100 Mops, 200 Mbps, 500 Mbps uag 1 Gbps
AMUT0VN Routing Wuv Static Route, OSPF, W&y BGP lgﬂuaéwﬂaa
58UU Web Apolication Firewall fiinauamsnsndougsleuulasiamavas Web Application
37N Traffic ‘aaqsﬁ%n"%mi (Auto Discovery) o sasfsaunsadmunsmadesiufimza
(Security Filter) wffuunas Web Application Talmesalusii (Auto Configuration}
spuufiiiauenesansonredunadasiunstauiles HTTP uay HTTPS
arnsaUsatuiulemitly HTTPS (SSL/TLS) lalaavineruidu SSL Terminator w3e SSL
offloading lnstawziftavimuniiluntstesiuivlniiunisshwrenulasaduuuy HTTPS 1a
Tagavmagsasdu SSLV3, t1s.1.0, tls1.1, tis1.2, usy tlst.3 Wusensues
sruuiitauosaiviun Policy me Application way mevselavees source address a
5 1P range, Allowed Bot iP, Blacklisted Bot 1P way GeolP.
suuinaueanusouasiunisTaudiann malicious P address uatanansouSoaviausafou
rsifenseann TOR Exit Node Taitiusenaves
szuufithiausannsadmun Policy lr’;ﬁy’ﬂugmxw Positive model uaz Negative Model
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Wi 6




i

1.12. aunsadeu Code Programing Wiiislusmgunsalléifiensiaaey Traffic filwsgunsal I
AaBnTe TCL Languacge
113, ssuviitiauefianuaursalunsvihnuarUnios web Application mﬂmﬂf\}uﬁiugmwu
#1499 lgin
1.13.1.  SQL Injection
1.13.2.  Cross-Site Scripting (XSS)
1.13.3.  Cross-Site Request Forgery (CSRF)
1.13.4. OS Command Injection
1.135.  LDAP Injection
1.13.6.  Sensitive Informaticn Leakage
1.13.7.  Parameter Tampering
1.13.8.  Session Hijacking
1.13.9.  Ccokie Poisoning
1.12.10. Application Buffer Overflow
1.13.11. Brute Force
1.13.12. XML validation .
1.13.13. Evasion and illegal Encoding
1.13.14.  Web Server Reconnaissance
1.13.15. Directon/APath Traversal
1.13.16. Web Services Method Validation
'1.13.17. APl security.
1.13.18. HTTP Response Splitting
1.13.19. HTTP Request Format Violation
1.13.20. HTTP RFC Violation
1.13.21. File Upload Viclation
1.13.22. Low and Slow attack.
1.14. 53UV License funaueadasawisatlostunislaniain Bad bot lalasnsld Technology
Fingerprint nawnunisld P adaress Wiotlasiums block &ﬂ%’a’luﬁagjmam proxy server

139 NAT 570y Attacker
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1.15.

1.18.

1.17.
1.18.

$3%UU API Security wuv Positive Security Model Tasaiunsavinaiusiady Open API
Specification %38 swagger 184 AP application 14

19 ¥un135U50937n Gartner Magic Quadrant lunuiany Web Application and AP
Protection (WAAP) T 2022 sizalwainn Tiiaefly Leader 3o Visionaries Quadrant
annsafinasléuy Platform iy VMware, KVM, Hyoer-V, AWS, uaz Azure Iailusdnatioy
annIofiimenesavanUiung Throughout License ldaghedassTasansnsnuimssanms
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2.1.

2.2.

2.3.

24.

2.5.

2.6.

2.1.

2.8.

szuuithiauessuvuimsdanisaiunas (Centralized Management) fianansnaiuaunis
MIIUIBITZUY WAAP (Web Application and APl Protection) ﬁag}ﬂwlﬁl,ﬂ%wmaﬂﬁﬁﬂ
Wenriule

Ui sdnn sdunasfiauesefosegluguiuy Vitual Appliance Feansafnsaarld
wlFuy Hypervisor Ussunn Viware, KVM uay Microsoft Hyper-V 1dusgistsy
seUUUEWIs SRS unanaTiadell Dashboard flanunsauaning TLS version, Key exchange
algorithm, Top user ciphers, Rejected SSL handshakes percentage thag SSL connection
per second laduatiaon

syuuUSmsdnnnsaunaneiiaueil Dashboard TanunsawanIng port status, throughput,
ez packet per second 994 Web Application Firewall ﬁﬁmﬁﬂmiagﬁ
EILNTOLAREATIENTU Web Application Firewall events dmfuusiay application 1# 1ne
AABIEWI0YN scheduling report wuy Daily, weekly wag monthly lallusenaioy
AI150E§ 9318 Web Application Firewall Tuguiuu HTML wae POF laluatdan.
Jsguy System and Network Dashboard ﬁmmmuam%’m&aféu Top Devices by CPU
Usage, Top Device by Throughput usage uag High Availability Status ‘Usdqﬂﬂ‘mﬁﬁﬁwﬁ
fannsegledueteien

fi Application Dashboard fatnsauansUiunmnisideudvivisas Application 1% 1ag

dpsanuaunolunisuansaisasaluilailuanation
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2.8.1. End-to-End Time 123u#ag Application fiusznause Current Total Time, Client Route
Trip Time, Server round trip time, Way App Response time (Huagnioy
2.8.2. Per Application Throughput
2.8.3. Per Application Concurrent Connection
2.8.4. Per Application Request per second
2.8.5. Per Application Connection per Second
2.9, §l Traffic log dashboard fiamninieszsieraiuinusnives Application 971 transaction tog
Ireaednesnsiundetion 1000 events per second 91w application
2.10. awsespuanuiinusnilumsviiauyes Application 99n Traffic log dashboard 91ndeuls
favialuilléBunchaton
2.10.1. Service unavailable
2.10.2. HTTP response code dxx
2.10.3. HTTP response code 5xx
2.10.4. The reason for the SSL <handshake failure>
2.10.5. End-to-end time passed threshold
2.11. @1130 backup and restore config qﬂﬂiiﬁ Load Balancer waz web application firewall 1a1
2.12. 8750U5v39anTs License vasgunsal Web Application Firewall wuusugudlagassioad
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1.1. Wugunsaidaiudegyaiuy Rackmount wwia 1U

1.2. fyjreuszanananan (CPU) aunelitfaunit 4 Core uaedanufdygmunfinifiugiu (CPU
Frequency) lutiaondn 2.2 GHz. shuiusenvon 1 wuan

1.3, Ieddnhedniivtoyaldiesniy 4 vae saafumizedmAudayaussiny 1lard Disk w3e SSD
gﬂmumiﬁau'ﬂ'a SATA uasilrauau’® Hot Swappable Drive wiaiiauih

1.4. 1l Hardware Ly Encryption Engine

1.5. snsiluvasangld 199 wuu Redundant

8
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L.6. fimedniiutoya (SATA Hard disk) vuia 3.5 99 flauglsilfonndt 8 TB dwwau 3 wie uae
siosagly Product Compatible List yosdudfitiaue

1.7. fiwodn USB 3.2 Gen 1 vianand1 nuiulitosnin 2 wase

1.8. dwasn LAN oda R-45 anwuisa 1 Gbps Sruaulidtesnii 4 wase

1.9. sosdulusimmea NFS, SMB, AFP Wéiuegtion

1.10. 5995Un15¥1 JBOD, RAID 0, RAID 1, RAID 5, RAID 6, 4ae RAID 10 la.Juatievias
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